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SNARKSs Learned So Far

Pairing (KZG) v Plonk, Interactive Proofs, ...

Discrete-log x Bulletproofs, Dory, Dark, Hyrax, Halo2, ...

Brakedown, Orion, ...
x (linear-time encodable code)

Hashing

Stark, Aurora, Fractal, Virgo, ...
(RS code and FRI)
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This Lecture: SNARKs based on Linear PCP

Earliest Implemented SNARKSs
v’ Shortest proof size (3 elements [Groth16])
v Fast verifier (bilinear pairing)
x FFT and group exponentiations on the prover
x Circuit-specific trusted setup
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History of SNARKSs

[ Kilian’92 } — [ Micali’00 } PCP + Merkle Tree

L IKO’07 } — [ Groth’10 } — [Lipmaa’lZ} — L GGPR’13 }

Linear PCP QSP and QAP

SBVBPW13, PGHR13, BCGTV13, BFRSBW13, BCTV14a, BCTV14b, BCGGMTV14, Groth16...
= SMBW12, SVPBBW12, BCIOP13, ...
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Paradigm for SNARK

A cryptographic tool

SNARK for
general circuits

A Linear PCP (QAP)
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Plan of this lecture

- Quadratic Arithmetic Program (QAP)
From QAP to SNARK

« Other variants
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Quadratic Arithmetic
Program (QAP)
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Recall: SNARKSs for circuit-satisfiability

= Given an arithmetic circuit C over F and output y.
= Pclaimsto know a w such that C(x,w) = y.
" For simplicity, let’s take x to be the empty input.

\ J
Y
w

8 ZKP MOOC




Transcript/trace of C

" |nteractive proof (lecture 4, slide 76):

48 72 value of every gate
OO = Plonk (lecture 5, slide 42):
(x) (1) (&) left input, right input, output of every gate

32 17 54 = QAP:

input + output of every multiplication gate
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Transcript/trace of C

input + output of every multiplication gate
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Transcript/trace of C

Labeling the multiplication gates

48 72

ate 2
N ONO
gate 1(x) (+) (4)

32 17 54

gate3 nmP | 3 | 2 | 1|7 |5|4]|6 (48|72
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Selector Polynomials

3(2|1|7|5|4)|6 (48|72

€1 Cp (€3 €4 C5 Cg C7 (g (g

l;(x):is c; the left input of gate j, forj = 1,2,3?

48 72
gate 2 gate 3
SOgS e.g., 1 (x) : (1,0,0)
gatel1 (x) (+) ()
Polynomial interpolation at a known set 2
32 17 >4 ll(a)) — 1) ll(a)z) — O, ll(a)3) =0
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Selector Polynomials

3(2|1|7|5|4)|6 (48|72

€1 Cp (€3 €4 C5 Cg C7 (g (g

l;(x):is c; the left input of gate j, forj = 1,2,3?

48 72
gate 2 gate 3
SOgS e.g., L, (x) : (0,0,0)
gatel1 (x) (+) ()
Polynomial interpolation at a known set 2
32 17 >4 lz((,()) — O, lZ(a)z) — O, lZ(a)B) =0
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Selector Polynomials

3(2|1|7|5|4)|6 (48|72

€1 Cp (€3 €4 C5 Cg C7 (g (g

l;(x):is c; the left input of gate j, forj = 1,2,3?

48 72
gate 2 gate 3
SOgS e.g., ls(x) : (0,0,1)
gatel1 (x) (+) ()
Polynomial interpolation at a known set 2
32 17 >4 13((1)) — O, lB(wz) — O, lB(wS) =1
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Selector Polynomials

3121117151 al6lagl7 w,w?, w3 1, (x):(1,0,0)
Ci C €3 €4 C5 Cg C7 (g (9 [, (x) : (0,0,0)
48 72 [3(x):(0,0,1)

gate 2 ° gate 3 L,(x) : (0,0,1)

6 Is(x) : (0,0,0)

gate 1 (x)  (H) (4] L. (x) : (0,0,0)
32 17 54 l7(x):(0,1,0)

lg(x):(0,0,0)

l;(x):is c; the left input of gate j, forj = 1,2,3? L) 3 (@00
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Properties of the selector polynomials

312 |1

715|4

6

48

72

€1 C (€3 €4 C5 Cg C7; C(Cg (g

gate 2
6

48

72
gate 3

gatel1 (x) (+) ()

32

17 54

" L(x) = Xiog ¢ X (%)

Whatis L(w)?
Lw)=c; =3

What is L(w?)?
Llw?)=c, =6

What is L(w?3)?
L(w3®) =c3+c, =8

2 ,.3

w,w*,w

[ (x):
lo(x)
[3(x):
lo(x) :
ls(x) :
lg(x) :

l7(x)

(1,0,0)
(0,0,0)
(0,0,1)
(0,0,1)
(0,0,0)
(0,0,0)
: (0,1,0)
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More Selector Polynomials

3(2|1|7|5|4)|6 (48|72

C1 € C3 C4 Cg Cg C; Cg (g

1;(x): is c; the right input of gate j, forj = 1,2,3?

48 72
gate 2 gate 3
SOgS e.g., 11(x) : (0,0,0)
gatel1 (x) (+) ()
Polynomial interpolation at a known set 2
32 17 54 r(w) = 0,1 (w?) = 0,1 (w?) =0
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More Selector Polynomials

3121117151 al6lagl7 w,w?, w3 r1(x) : (0,0,0)
Ci C €3 €4 C5 Cg C7 (g (9 r2(x) : (1,0,0)
48 72 r3(x) : (0,1,0)

gate 2 ° gate 3 1, (x) : (0,1,0)

6 rs(x) : (0,0,1)

gate 1 (x)  (H) (4] re () : (0,0,1)
32 17 54 r7(x) : (0,0,0)

rg(x) : (0,0,0)

1;(x): is c; the right input of gate j ? rs(x) : (0,0,0)
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Properties of the selector polynomials

31217 |5]|4|6[48[72| = R(x)=Y:_,c; X1;(x) r1(x) : (0,0,0)
CiT Cp C3 C4 Cg Cg C7 Cg Cg r2(x) : (1,0,0)
18 72 What 'SRIE(“)))E _, ra(x) : (0,1,0)

gate 2 o gate 3 W) =<2 = 14(x) : (0,1,0)

6 What is R(w?)? r5(x) : (0,0,1)

gate1 (x) (+) (4) R(w?) =c3+c¢, =8 16(x) : (0,0,1)
32 17 54 What is L(w3)? (%) (0,0.0)
R(a)3) =cc+ce=9 rg(x) : (0,0,0)

r9(x) : (0,0,0)

ZKP MOOC



More Selector Polynomials

3(2|1|7|5|4)|6 (48|72

C1 € C3 C4 Cg Cg C; Cg (g

0;(x): is c; the output of gate j, forj = 1,2,3?

48 72
gate 2 gate 3
SOgS e.g., 0,(x) : (0,0,0)
gatel1 (x) (+) ()
Polynomial interpolation at a known set 2
32 17 54 01(@) = 0,0,(w?) = 0,04 (w?) = 0
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More Selector Polynomials

3121117151 al6lagl7 w,w?, w3 0,(x) : (0,0,0)
Ci C €3 €4 C5 Cg C7 (g (9 0,(x) : (0,0,0)
48 72 03(x) : (0,0,0)

gate 2 ° gate 3 04(x) : (0,0,0)

6 0s(x) : (0,0,0)

gate 1 (x)  (H) (4] 05(x) : (0,0,0)
32 17 54 07(x) : (1,0,0)

og(x) :(0,1,0)

0;(x):is c: the output of gate j ?
i(x):is ¢ p gate j 00 () : (0,0.1)
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Properties of the selector polynomials

312(1|7|5]|4|6[48[72| = 0(x)=Y7_,c; X0;(x) 01(x) : (0,0,0)
CL C; C3 C4 Cg Cg C; Cg Cg 02(x) : (0,0,0)
8 72 Olw) =¢7=6 03(x) : (0,0,0)

gate 2 ° gate 3 O(a)z) = ¢q = 48 0.(x) : (0,0,0)

° N 05(x) : (0,0,0)
SHIONONO Olw?) = ey =72 06(x) : (0,0,0)
32 17 54 07(x) : (1,0,0)

og(x) :(0,1,0)
09(x) : (0,0,1)
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Master polynomial

p(x) = L(x)R(x) — O(x)
= (X1 x L) x (Toy o xri(x) = (=1 ¢ x 0;(x))

= Claim: p(wj) =0forj=1,2,3
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Master polynomial

32|17 |5]4|6la|72] plx)=L(x)R(x)—0(x)

C{ C, Ca: Cs Cc Ce C7 Ca C
1tz (3 L4 C5 Ce C7 Cg C9 = L(x) =X ¢ x (%)
Lw) =¢, =3
48 72 9
gate 2 gate 3 " R(x) = Xi=y i x1i(x)
NOWO R(w) = ¢, = 2
te 1
gate1 (x) (#) (%) = 0(x) =Y ;¢ X 0;(x)
32 17 54 O(w)=c;=6
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Master polynomial

32|17 |5]4|6la|72] plx)=L(x)R(x)—0(x)

€1 Cp (€3 €4 C5 Cg C7 (g (g

= L(x) =Y 1¢ X 1;(x)

Llw?) =c, =6
48 72 9
gate 2 o gate 3 " R(x) =X/_,¢ X1i(x)
6 Rw?)=c3+¢c,=1+7=38
1
el Q) (0 G * 0(0) = By X 0(x)
32 17 54 0(w?) = cg = 48
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Master polynomial

32|17 |5]4|6la|72] plx)=L(x)R(x)—0(x)

C; C; C3 C4 Cs5 Cg C; Cg Cqg = L(x) =Y ¢ X L(x)
— i=1% l

L((U3)=C3+C4=1+7=8

48 72 9
gate 2 o gate 3 " R(x) =X/_,¢ X1i(x)
6 Rw®)=cs+cg=5+4=9
1
gate 1 () (1) (¢ = 0(x) = X1 ¢ X 0y(x)
32 17 54 O(w?) =cg =72
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Vanishing polynomial

" p(x) = L(x)R(x) — O(x)
= (Zl 1C; X l; (X)) (Zl 1Ci X Tl(x)) (Zl 1Ci X Oi(x))

0 p(wj) =0forj =123

= p(x) =V(x)q(x), whereV(x) = (x — w ) (x — w?)(x — w>)
is the vanishing polynomial of the set Q = {w, w?, w3}
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Circuit-SAT to QAP [GGPR13, PGHR13]

P claims to know a w such P claims to know a vector ¢
that C(x,w) =y such that p(x) = V(x)q(x)
(x)  (x) ”
x) () G m: size of ¢, extended witness

4 ) n: number of multiplication gates
y
w
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Circuit-SAT to QAP [GGPR13, PGHR13]

p(x) = (KiZ1 ¢ X () x (BiZ1 ¢ X1i(x)) — (K21 ¢ X 0;(x)) = V(x)q(x)

Q=w,w?..
L, () : (1,0,0, ...
L(x) : (0,0,0, ..
L(x): (0,01,

w

L.(x): (00,1, ..

)
)
)

)

r1(x) : (0,0,0, ...
,(x) : (1,0,0, ...
r3(x) : (0,1,0, ...

1 () 1 (0,0,1, ...

—

\—/

01(x) :(0,0,0,...)
0,(x) :(0,0,0, ...)
03(x) : (0,0,0, ...)

0, (x) :(0,0,0,...)
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From QAP to SNARK

30 ZKP MOOC
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Probabilistically Checkable Proofs (PCP)

PCP oracle I

point queries
Prover Verifier
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IPCP [Kalai-Raz’08] and |OP [Ben-Sasson-Chiesa-Spooner’16]

I I oracle I

oint queries
I oracle I P d
Prover Verifier
I oracle I
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Polynomial IOP [Biinz-Fisch-Szepieniec’20]

Prover

polynomial f

evaluation queries

f(r)

Verifier
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Linear PCP [Ishai-Kushilevitz-Ostrovsky’07]

Linear PCP oracle ¢

Inner product
queries

Prover (¢,q1) =7 Verifier

(C, qZ) =?
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QAP and Linear PCP

p(x) — (Zl 1 Ci X [ (X)) X (Zl 1 Ci X rl(x)) - (Zl 1 Ci X Oi(x)) — V(X)C](X)

extended witness ¢ and
coefficients of q(x)

Prover / Verifier
(¢, i(y) ) x{c,ri(¥))
Viy){q,v)

- (C, Ol(y)) =
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Recall: Bilinear pairing

(p; G) g; (G]T) e)
G and G are both multiplicative cyclic group of order p, g is
the generator of G.

G:base group, G target group
Pairing: e(P*, Q%) = e(P,Q)* : G X G » Gy
Example: e(g*, 97) = e(g,9)* = e(g™, 9)

Given g*and g”, a pairing can check that some element h = g*Y
without knowing x and y
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Key Generation

p(x) — (Zl 1Ci X l; (X)) X (Zl 1Ci X rl(x)) (Zl 1Ci X Oi(x)) — V(X)C[(X)

‘ Preprocessor ‘

Proving key: p, G, g, Gr, e Verification key: g"(®
gli(T)’gri(T),gOi(T) for l = 1’ e, M
2 m
Prover 959" ,-.9" Verifier

delete =!I (trusted setup)
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Prove

p(x) = (KiZ1 6 X () x B2y ¢ X 1;(x0)) = (XiZ1 ¢ X 0;(x)) =V (x)q(x)

PK: gli(T),gTi(T), gOi(T)

for l :2 1) e, M Ty = gzgl cixLi(7)
,gT)gT ) ---)gT 7'[2 — gzgl Cl'XT'l'(T)
Ty = g2ﬁ1 ¢ix0;(7)

m, = gi® Verifier

Prover

A 4
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Verify

p(x) = (KiZ1 6 X () x B2y ¢ X 1;(x0)) = (XiZ1 ¢ X 0;(x)) =V (x)q(x)

PK: gli®, gmi(® goi(® Verification key: g¥(®
= — m i X1l
foTr [ - 1, ,TTZ T, = gz;:1C x1; (1) e(y,1,)/e(3, 9)
g5,9" ,...,9 T, = gzi=1 ciXri(7) _ e(gV(r)’m)
Ty = gf{ﬁl ci%0;i(1)

Prover Verifier

m, = gi®

A 4
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Towards the real protocol

Q1: How to make sure 1y is computed from gli(®)?

Solution: Knowledge of Exponent assumption (KoE) or Generic
Group Model (GGM)
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Recall: KoE

Sample random «, compute g“l'(T) fori=1,....m
7'[1 — gzl 1Cle (T) T[ o gazl 1Cl><li(7:)

e(mry,9%) = e(my', 9)
Used in [PGHR13]
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Recall: GGM

(Informal) Adversary is only give an oracle to compute the
group operation.
E.g., given g%l fori =1, ...,m, Adv can only compute
their linear combinations.
Used in [Groth16]
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Towards the real protocol

Q2: how to make sure the same c is used in ¢, T,, 37
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Solution

p(x) = (BiZ1 6 X L)) x (BiZy ¢ x 1i(x)) = (21 ¢ X 0;(x)) =V (x)q(x)

PK: gh(®, gri®, goi® e(my, ) /e(ms, g)
gT; QTZ, e ng m = gzyi1 cix1i(7) — e(gv(r)rnél)

gPU@+TiD+0i(M) for | € [m)] Ty = gzﬁl
P Ty = gZ?L cix0(t)

Prover m, = g1 Verifier

ciXri(7)

3(”1”2”3:9ﬁ) = e(ms, g)

A 4

5 = M1, (gPU@+rim+oi(0))"
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Towards the real protocol

Q3: what about public input and output?

Clx,w) =y
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Solution

Original r; = gZi=1 xL(®

L€l q C¥H(T) Yier;, CiXLi(T)

NeW 77,'1 = g g
7'L'>1k =1 - gZiEIiO cixli(7)

e(n;, m3)/e(ns, g) = e(9"®,my)
Verifier

Yiel,,;, CiXLi(T)

Prover m; =g

v
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Putting everything together

Keygen:
PK: gli(r)’gri(r)’goi(r)’gﬁ(li(T)+ri(T)+0i(T)) for [ € Imid' gﬁ)gl_’ gT2’ e ) gT
VK:gli(T),gri(T),goi(T) fori € IiOI gV(T)
Prove: m{ = gL(T)’ T, = gR(T), Ty = gO(T)’ Ty, = gCI(T), Mg =
gB(L(T)+R(T)+0(T))

. 1. CiXli(T
Verlfy: T[ik =T0q - gzlE’w ' l( ), 7T>2k, 7T>3k;

e(n;,m3)/e(ms, g) = e(g""™,my)
3(7T17T27T3:9ﬁ ) = e(1s, g)

m
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Properties of SNARK [PGHR13]

= Per-circuit trusted setup: O(C) group exponentiations due to
sparsity

= Provertime: O(ClogC) FFT, O(C) group exponentiations
v Proof size: 0(1), hundreds of bytes only
v Verifier time: O(1) pairing + O(|I0|) group exponentiations
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Other Variants

@)
o
o}
=
Q.
~
N
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Rank-1-Constraint-System (R1CS)

Ci Cp C3 C4 C5 Cg C; Cg Cg w, w2, ws [;(x) :(1,0,0)
3|2|1|7|5|4]|6/|48|72 L,(x) : (0,0,0)
5 7 l5(x):(0,0,1)

gate 2 gate 3 l4(x):(0,0,1)

6 S X 15 (x) : (0,0,0)

gatel (x) (+) () lo(x) : (0,0,0)

l;(x):(0,1,0)

Is(x) : (0,0,0)
l;(x):is c; the left input of gate j, for j = 1,2,3? I, (x) : (0,0,0)

32 17 54
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Rank-1-Constraint-System (R1CS)

p(x) - (Zl 1 Cl X l (X)) X (Zl 1Cl X rl(x)) _ (Zl 1 Cl X Oi(x))

' 1, if ¢; is the left input of multiplication gate j
[;(w’) =-Any public constant
0, otherwise

Example: Constraint: (3c; + 5¢5 — 7¢5) X (6¢, + 10cg) — (c3 — 2¢cg) =0
ll(w):31 l5((1)):5, l7((l)):—
r(w) =6, ro(w ) = 10,
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Matrix View of R1CS

m: size of the extended witness; n: number of constraints

)
n< L xlc & R xl¢c| = 0 x| c
L

\Y/

Building blocks for SNARKs: Linear check + Hadamard product check
Used in Bulletproofs, Marlin, Spartan, ...
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Groth1l6

p(0) = (57 ¢ X LG0) X (ST ¢ X 13(2)) — (B4 € X 0,(2)) = V(g (x)
m, = ga+27{ﬁ1 cixLi(T)
T, = gﬁ+27£1 ciXri(7)

Ty = g2 cix(Bli(D+ari(t)+o0i(v))+V(1)q(7)

Verify: e(my,m,) = e(ﬂg,g)e(g“,gﬁ)
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Groth1l6

Change the keygen accordingly
Proof size: 3 group elements, 144 bytes

- Verifier time: 1 pairing equation
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Achieving Zero-Knowledge

p(x) = (BiZ1 6 X L)) x (BiZy ¢ x 1i(x)) = (21 ¢ X 0;(x)) =V (x)q(x)

— 2izq cixli(D)
I e e(my, m3) /e (13, 9)
T[Zzg 1=1 "1 l :e(gV(T)T[)
Ty = gii=1€iX0i(D) P
Prover m, = gi® Verifier
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Achieving Zero-Knowledge

p(x) = (BiZ1 6 X L)) x (BiZy ¢ x 1i(x)) = (21 ¢ X 0;(x)) =V (x)q(x)

_ M eix i (T)+8,V(T)
T4 = i=1
=9 e(my,m,)/e(13, 9)

SO
7-[3 — g i=1 CLXOl(T + 3 (T)
Prover m, = gi® Verifier

A 4
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End of Lecture

Next: Recursive SNARKs
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