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First, a review of polynomial commitments

Prover commits to a polynomi#éd in M [&]

A eval: for publicohb ¥ M , prover can convince the verifier that
committed poly satisfies

‘ "Q0 L and deg’Q Q ‘ verifier has ‘Ohcom, 6h)

A Eval proof size and verifier time should Be 1 THC
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The KZG polgommit schemexaezaeucnoz ¢ ko sna:
Group M h {mh "Qh ¢i"Qh ct"Oh8 h(f] p)t"O} of ordern.

setugp )4 gp:

A Sample randontt N M

Agp=(Ho=G, Hi=7-G, H=72G, ..., Hy=7"-G) € G'*!
A delete T (trusted setup)

commitigp, 'Qd com where com h "@Hi' ~

A Q O E Qo + com Q'O E "QtO
:fo-G+f1T-G+f2T2-G+"':f(T)'G
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The KZG polgommit schemexaezaeucnoz ¢ ko sna:

Group M h {mh "Qh ¢i"Qh ct"Oh8 h(f] p)t"O} of ordern.

setugp )¢ gp:
A Sample randontt N M but not hiding
Agp:(HozG, Hi=7-G Hy=1%-G, ..., G e

A delete T (trusted setup)
commitigp, 'Qd com where com h "@Hi' ~

A Q O E Qo + com Q'O E "QtO
=fo- G+ fiT- G+ for? - G+---=f(1)-G
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The KZG polgommit schemexaezaencoz t 7o sna.

commitgp, Q4 com where com "GHtOnN \

%t Prover@p, f Verifiergp, com, U, v
vergn.f. u. v) Goal: prove™ Q6 U Gp. com., U, v)

Q6 U ¥ oOisarootof'Oh Fb u (X0)dividesQ
g existsgN M ® s.t gtx0) =f(XBU

compute g(X) “h com,N _ accept if )
and com=g(t £ ' (proof sizeéndep. of deg. d) (T bO)tcom, =comb LG
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The KZG polgommit schemexaezaeucnoz ¢ ko sna:

commitgp, Q4 com where com "GHtOnN \

%t Prover@p, f Verifiergp, com, U, v
vergp.f.u. v) Goal: prove™ Q6 U Gp. com., U, v)

Q0 v (t 0) o) t kK (£ Q[‘ gividesQ
s.t. g(Xt(%-0) =f(XphU

compute q(X) “h comyN \ R i )
and com=g(t £ " (proof sizeéndep. of deg. d) (T bO)tcom, =comb LLS
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The KZG polgommit schemexaezaeucnoz ¢ ko sna:

Coalzé 012 LINROYS GKI { GK)\éMé

eval

Provergp, f, u, v Verifier@p, com, u, v)

oal: prove™ Q60 U

An expensive computation

for largeQ Verifier does not know + dza S a

(and only need® KO from gp)

compute g(X) “h comy™ .
and com=g(t £ * (proof sizeindep. of deg. d) (T
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The KZG polgommit schemexaezaeucnoz ¢ ko sna:

Generalizations

A Can also use KZG to commiktwariate polynomials { st

A Batch proofs
A suppose verifier has commitments com, & com,

A prover wants to prove "0 ) Up for ‘@ &€ hQ @

t batch proof” is only one group element !
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Properties of KZG: linear time commitment

Two ways to represent a polynomifdl®w in M [®]:

A Coefficient representation Q& Q "X E "Q®
t computingcom Q'O E "Qt'O takes linear time irf

A Point-value representation (& R@® ))B & HAOD ))
computingcom naively: construct coefficient§’ORQB [Q)
t time 0 QI T'QC using Num. ThIransform (NTT)
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Properties of KZG: linear time commitment

Point-value representation a better way to computeom

Lagrange interpolation'Qt B _ (1) €Qw | where _,

(T —a.
)\1<T) _ Hj-O,];éz( .7) EFP

ij,j;«éz’(ai — a;)

A ldea transform™Qrjnto Lagrange forng linear map)
Qr] (HO — )‘0<7-) ) G7 Hl = )\1(7-) : G, ceey Hd = )\d(T) . G) c Gd+1

A Now,com "@gHi' Qo t'0O E Q& t0
t linear time iNQ  (better thad QI 1)
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KZG fast muHlpoint proof generation

Prover has som&Qw in M [Q]. LetmP M and s Q

Suppose prover needs evaluation prodfs N "Ofor all N m

A Naively, takestima) 'Q : 'Qproofs each takes timé (Q)

A FeistKhovratovich(FK) algorithm (2020):

A if mis a multiplicative subgroup: time QI 1'QC

A otherwise: timed QI 1 'Q
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https://alinush.github.io/2021/06/17/Feist-Khovratovich-technique-for-computing-KZG-proofs-fast.html
https://alinush.github.io/2021/06/17/Feist-Khovratovich-technique-for-computing-KZG-proofs-fast.html

The Dory polynomial commitmentepinzozonzra)

Difficulties with KZG: trusted setup fjw, andgp size is linear idl.

Dory:
A transparent setup no secret randomness in setup

A com is a single group elementindependent of degre®)

A eval proof size foi* M [®)] is| O(lodd)| group elements

A eval verify time is O(IQ) Prover timeD Q
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PCS have many applications

Example.\/ector Commitment(a dropin replacement for Merkle trees)

Bob: vector (6 8 hd )~ W Alice
interpolate poly lj s.t. comell commit
B ¢ forQ phBhQ i ap, L
“h evalproofthatflc @ lt & |proved ¢hé
(KZG:* is a single group element) « N\ accept of
shorter than a Merkle proof! T reject
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Proving properties of
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Proving properties of committed polynomials

Prover PXhIQ Verifier VE FIE )

Goal: convince verifier tha@'oy W W satisfy some properties

Proof systems presented as an I0OP: ‘
| i 4 9 \

N

query "BWRQ® M & at some points iM
[ V sendsbto P who responds witfé and eval proof | @CCept or reject
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Recall: polynomial equality testing

Supposen f 2°# and QXX 4°H so that QI is negligible

Let "®"QN 0 .

Forit®* M , if "Qi Qi then "Q "Q w.h.p

T

QL Qi T+ "Q "Q 1 w.h.p

t asimpleequality testfor two committed polynomials
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Review: the proof system as an IOP

Prover Verifier
H eroix 9 9
.
query’Q8 and () ati |
learn"(@i )RC |
accept if:
@) Ci
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Review: the compiled proof system

Prover Verifier
H creox ' ['Q
1 AR
Qi
w! “Q‘l r 14 ’ ( tf
W g w2 ‘0 acceptif: |
1 () wOoAl A
i) “.g " nare
proof that proof that (1) Valid
W Qi e Qi
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Review: the compiled proof system

Prover

<d
H <r=9x

Ae]

OF Qi

A public coin

protocol

Make
non-interactive
using FiatShamir

Verifier

0,8

proof that

w Qi
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proof that
e Qi

9 [0

v, 98
[ t7 M

accept if:

i) w AT A

(i) “ . “ pare
valid




Polynomial equality testing with KZG

For KZG: "Q Q AT ., AT |

t verifier can tell IfQ "Qon its own

But prover is needed to test equality of computed polynomials
A Example: verifier halsdh QI hI'Qlh|'Q| where all four are i [Q]

to testif 'Q "Q'Q"Q: V queries all four poly. at*®* M and tests equality

A Complete and sound assumiaog@® is negligible (AA@QQ o9
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Important proof gadgets for univariates

Letmbe some subset of of size'Q

Let Q¥ W N 0 0 Verifier haqd "

Let us construct efficient Pel{DPs for the following tasks:
Task 1 (ZeroTes}: prove that "Qis identically zero om

Task 2 (SumCheck provethat B , "G&)
Task 3 (ProdCheck provethat b v "Q p
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The vanishing polynomial

Letmbe some subset of of sizeQ

Def thevanishing polynomiabfmis & ® h B, ® ®
deg(® Q

Leff N M be a primitiveQth root of unity (so thatf = 1).
Aifm {17 72 1X8PM then & (® & p
t fori NV, evaluating® (i) G 1 §laT ©Q Held operations
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(1) ZeroTesbnn) (m={1; ,1 2= 1X%8})

Prover PQ Verifier V@)
N+t QOITO ® AN M (O]

verifier evaluates
@ 1 by itself

ueryn @ and™ Qo at i y e v
gueryn > learn (i )h™Qi

Lemma "Qs zero ormif and only if acceptif ‘@W)KN1 tw i

'@ is divisible by @& (implies thatQé  A(Q) g0 (&) w.h.p)

Thm this protocol is complete and sound, assunmidfy is negligible.
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(1) ZeroTesbnn) (m={1; ,1 2= 1X%8})

Prover PQ Verifier V@)
N+t QOITO ® AN M (O]

verifier evaluates
@ 1 by itself

1 @ and™Qw at i L s
queryn > learn (i )h™Qi

acceptif 'WI)KRAR1 tQd |

Verifier time: O(loc) and two poly queriest can be done in one)

Prover time: dominated by the time to compuje® and then commit ta] ®

ZKP MOOC




(3) Productcheckom: B \ "Qw p

Set ON M ® to be the degre€Qpolynomial:

A
€

op Qph 01° B QU E fori pBHQ p

Then t§ Q1 ¢Q W QL FQ €Q T X
t( ) B. Qb p

and 0] t@ owt'Q td forall wN m (including ate 1 )
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(3) Productcheckom: B \ "Qw p

Set ON M ® to be the degre€Qpolynomial:

op Qph 01° B QU E fori pBHQ p

Lemma if () ) p and
i) of t8 oWt tadd m foral N m
then B, Q& p
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(3) Product check om (unoptimized)

Prover PQ Verifier VE)
construct o(Q) N M and @, @ 0] td O tQY td

setq® QwT® p N 0 & should be zero om

o |N

i t%\
query o & _at | hihy i

> learn 0] ), t(r), 611, ni, Qi
query N(w) at i , and "Qw at] L

accept if 0] )K1 and
provesthatg, m 1@ o0 i) o1 Qi KAl ti p
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(3) Product check om (unoptimized)

Prover PQ Verifier VE)
construct o(Q) N M and @, @ 0] td o0 tQY td
setqw QW T o poN M A public coin

(‘) 1 protocol
. IRAAY

query o & _at | hihy i

> learn 0] ), 1), 611, Nt , Qi
query N(w) at i , and "Qw at] L

Proof size: two commits, five evals. Verifier timét 1°Qz  Prover timed QA 1°@
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Same works for rational functionsb , "FQ & p

Prover PXhiIQ Verifier VE@)

Set ON M ® to be the degreeQpolynomial:

e
U

op QpTQph ©61° B QI EFXQ § fori pMBHAQ p

Lemma if (i) o ) p and
(i) of tATW t0 oDi@ i@ forall v m
then B , "QHTQH p
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(4) Another useful gadget: permutation check

Let "®Qbe polynomials il [®]8  Verifier haﬂ , E .

Goal prover wants to prove that( "@p)R@ A@ B K )) v M
is a permutation of (“Qp)ﬁ‘ﬂa AW B hQ )) N\

t Proves that'Qm is the same aXom , just permuted
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(4) Another useful gadget: permutation check

Prover PGiQ Verifier V| "El H_d )
| SN D S
Let ") B . ® W) and ) B .. O UAD

Then: "AG) "A® "Qis a permutation ofQ A public coin
O i

l IR

«

prove that™(i )

i) DG s FEEF(OAN
<prod—check. o ]}2 (r - g(a)> = 1) implies" @) "6y w.h.p

5 : - accept or reject
O ALX 2y Qa G N& OBV Gamnits, six evals] P J
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(5) final gadget: prescribed permutation check

wdmd mis apermutation of mif ! QY [Qd, @ T 1 is a bijection

exampleQ o: w( ) 1 hw( ) 1 h o] 1

Let "MQbe polynomials inv @ . Verifier ha@ , @ ,.

Goal prover wants to prove that’Qw "Qw w  forall o™ m

t  Proves that"Qm is the same a¥dm , permuted by the prescribed
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Prescribed permutation check

How? Use zerotestto prove| @@ "dw()) 1 onm

The problem the polynomial"@@) T () has degree %

t prover would need to manipulate polynomials of degrée k

t quadratic time prover !! (goal: linear time prover)

[ SG Q& NI R dzO&eck ¢ & polyrosial bf ddgigdCR(not Q)
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Prescribed permutation check

Observation:
if (0 OHWA®) , is apermutation of ((HAK))

then "Qw "Qw w foralloN m

Proof byexample:w( ) 1 hw( ) 1 h o] 1
Right tuple: (- %g(¢ 9), (- Lg¢ ). (- 2.9¢ ?)

Left tuple: (- 2,f(. 9), (- °,f¢- 9), (- Lf( 3)
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Prescribed permutation check

Prover PO ) Verifier V["Q H"C N7

let [@oh) B . & OO0 @) and

Aoh) B v O gD TO

—

(bivariate polynomials of total degre

Lemma "TO) "Adh) (© ORA®)  isaperm. of((HAN) |

To prove, use the fact that [¢&h)] is a unique factorization domain
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The complete protocol

Prover P )

7

Verifier V{"Q {7 |

i h N AR
prove that" @i i) “ih):
r—s-W(a)— f(a)\ by Schwartz
ProdCheck ng ( s -a—gla) ) =1 Zippel
<€
implies"@MY) ") w.h.p

Complete and sound, assumim@d) is negligible.

accept or reject
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Summary of proof gadgets

polynomial equality testing

Zero test o

product check, sum check

permutation check

prescribed permutation check
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The PLONK IOP
for general circuits

eprint/2019/953
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PLONK: widely used In practice

polynomial commitment scheme SNARK system
e Y /2D QM1 » Aztec, JellyFish
(pairings)
The Plonk , Bulletproofs . Halo2
|IOP (no pairings) (slow verifier)
(no trusted setup)
g FRI » Plonky?2
(hashing) (no trusted setup)
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PLONK: a polDP for a general circuit v

Step 1 compile circuit to a computation trace (gate-fars 2)

G @ G O
T??

Y

The computation tracéarithmetization)

—

example input

inputs 5, 6, 1
Gate0O 5, 6, 11
Gatetr 6, 1, 7
Gate 2 11, 7, |77
left right | | outputs
inputs | | inputs
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Encoding the trace as a polynomial

Osh total # of gates i, [Qh |'Q+|Q] # inputs tod

let Qh o|6| $® (nexampe@ pg§ and mh {1] ,] & 1XZ}

The plan: inputs 5, 6, 1
prover interpolates a polynomial'yn M [X] GateO 5, 6, 11
that encodes the entire trace. Gatel 6, 1, 7

Gate2 11, 7, |77

[ SGQa aSSsS Kz2o—X%
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Encoding the trace as a polynomial

The plan Prover interpolatesYN M [X] such that

(1) 4 encodes all inputs  T( input #Q for’@ mM&L X =
(2) 4 encodes allwires | a mB 6| p:
AT( 99: left input to gate # inputs 5, 6, 1
AT( °*Y): right input to gate & ggtgg 2 615 ;1
AT( °%?): output of gate # Gaez 11, 7, [
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Encoding the trace as a polynomial

In our example, Prover interpolaté¥’ @ such that:
inputs: T{ v, T ¢ T P,
gate O: T{ v, T( o, T( 0P degree(y = 11

gate 1. T( @ T p, T( X
gate 2: T{ pp T X, T( XX

Inputs 5 6, 1
Prover can use FFT to compute the coefficients of | Gate 0 5. 6, 11
intime / QI 1'(C Gatet 6, 1, 7

Gate 2 11, 7, |77
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Step 2: proving validity of T

Prover PMFDH’I )

build Tw N WM

[X]

"y

Verifier V(Yhe)

Prover needs to prove that T is a correct computation trace:

—(1) T encodes the correct inputs,
(2) every gate is evaluated correctly,

Proving (4) is easy: provd{

ZKP MOOC

(3) the wiring is implemented correctly,
(4) the output of last gate is 0

(wiring constraints)

inputs 5, 6, 1
&
Gate0O 5, ,6, 11
Gate 1 6,/1, 7
Gate2 11, 7, 77




Proving (1): T encodes the correct inputs

Both proverandverifierinterpolate a polynomiab & ¥ M ° ¥[X]
that encodes thavinputs to the circuit:

for Q ph8dE0s] U input #i

In our example:0¢ ) uvh 00 ) . 0 islinear)

constructingl @ takes time proportional to the size of inpub

+  verifier has time do this
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Proving (J. Tencodes the correct inputs

Both proverandverifierinterpolate a polynomiab & ¥ M ° ¥[X]
that encodes thavinputs to the circuit:

for Q ph8dE0s] U input #i

Letm,p,h {1 h Bh 1 Pm (points encoding the input)

Prover proves (1) by usingZaroTesbn m,,to prove that

T(y) Oy) m b yNm,
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Proving (2): every gate Is evaluated correc

ldea encode gate types usingalectompolynomial S(X)
define S(X) M [X] suchthat! a T8 H6| p:
S 99 =1 if gatedfis an addition gate
A S 99 =0 if gatedfis a multiplication gate

®Gate 2) :
Inputs. 5, 1 Y

6,
(Gate 0 Gate 1) Gate O—|( T[)Z 5, 6, 11
Gate 11(9): 6, 1, 7 (+)

@ Gate 21(9: 11, 77 (x)
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Proving (2): every gate Is evaluated correc

ldea. encode gate types usingalectorpolynomial S(X)
define S(X) M [X] suchthat! a T8 H6| p:
S 99 =1 if gatedfis an addition gate
S 99 =0 if gatedfis a multiplication gate

Then | yN mpesh {17 91 91 <= 1XEl 1}

S(YI[T(y) + TE 0)] + (ACSHYNT(YET@O)  T( )




Proving (2): every gate Is evaluated correc!

Setupp) § nhSand O i (|S])

Prover Pl ieh1) Verifier V0 _ihe)
build T N M [X]

Prover useZeroTesto prove that for all yN m .

SWIT(Y) + T(U] + (I S(YITYIT( W  18By) =9
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Proving (3): the wiring Is correct

Step 4 encode the wires 0b: example: =5, %=6, 0 =1
T(9)=T(H=T(> 11712735 6 1
T(CH=T( 0: 10717 2: EIS@

1 T19)=T(9 1:10,14,15:6,/17
~T( S)=T( 4 2.7 @7 7,18@7 77

Define a polynomial Wh)J m that implements a rotation:
Wq -2"| 1"| 3) :'( ph'| 3"| -2) ’ W( -l"| 0) :'( O"| —10 > X
Lemma ! wm: T =T(WEQ) + wire constraints are satisfied
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Proving (3): the wiring Is correct

Step 4 encode the wires ob: example: %,=5, %=6, 0 ,=1
|’T( ) =T(H =T(") 117 27 35 6 1
T( -1):T|(O) N1 043 1431 2 - E é’@
E Proved using a prescribed permutation check, 7
A\ 2T YT LT ey /[, 77

Define a polyno m that implements a rotation:
W{ 21 1] o1 31 7)), W(L1 9=1°1 W T X

Lemma ! wm: T =T(WEQ) + wire constraints are satisfied
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The complete Plonk PolI®DP (and SNARK)

Setupf)d N rh (Yw) and 0 rh ([ and |w|) (untrusted)

Prover P ipef1) ~ Verifier V(i)
build T MM [X] - buldod "M *%@-

Prover proves:
gates: (1) SMT(Y) + T(U] + (I¢SONTHITI VY T 2) 1 1 yN Myges

[@]4)

inputs:  (2) T(y) O(y) Tt FyN Mo
wires:  (3) T(y) T (y)) m (using prescribed perm.check) | yNm
output: (4) T( ' n  (output of last gate = 0)
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The complete Plonk PolI®DP (and SNARK)

Setupf)d 1N (SW) and 0 M (3 ang iN )
Prover P _heh1) Verifier VO _ife)

=V
build TO "M [X] * buildO® VMM 2% -

(@])

Thm The Plonk POHOP is complete and knowledge sound,

assumingx sin is negligible
Sl I (eprint/2019/953)
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alye SEGSyaarzy
A Plonk proof: a short proof (O(1) commitments), fast verifier

A The SNARK can easily be made itk @NARK

Main challenge: reduce prover time

A Hyperplonk replacem with {Tdp} (whered 1 1 €p)
A The polynomial T is now a multilinear polynomiabimriables
A ZeroTests replaced by a multiline&umChecklinear time)

ZKP MOOC



A generalizationplonkisharithmetization

Plonkfor circuits withgates other than + andg on rows:

ul |vl [wl |tl |[rl |sl
u2 | v2 | w2 | t2 r2 | s2

Plonkishcomputation tracefalso used in AIR)

] u3 | v3 r3 | s3

An example custom gate:
ud r4 | s4
bovm D 0(@) ODwgow ow) 1 us5 |v5 | w5 |t5 |5 | s5

All such gate checks are included in the gate check |[u6 |Vv6 w6 |16 |16 | s6
uz | v7 | w7 | t7 | r7 | s7

us |v8 |ws |8 |r8 <58

Plookup ensure some values are in a farefined list
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END OF LECTURE

Next lecture:
More polynomial commitments
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